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Introduction
GSMA NG 5GMRR thanks 3GPP SA3 for the reply to our LS on the use of the domain “ipxnetwork.org” in certain GSMA deployment scenarios for 5G SA Roaming. 
This LS provides some background on the use of the domain “ipxnetwork.org” in the broader context of the GSMA defined set of 5GS deployment models for 5G SA Roaming, and responds to the questions regarding the Outsourced SEPP and Hosted SEPP deployment scenarios.
GSMA Deployment Models for 5G SA Roaming 
GSMA NG 5GMRR is in the process of specifying various deployment models for different use cases. This refers to the following models:
· [bookmark: _Ref75532767][bookmark: _Toc77373002][bookmark: _Toc83718953][bookmark: _Toc103169220]Model 1 – Bilateral scenario between VPLMN and HPLMN with PLMNs operating their local SEPPs, hence each SEPP belonging to its respective operator domain.  
The configuration uses the Direct TLS mode for the N32-f connection. .
· [bookmark: _Ref75532769][bookmark: _Toc77373003][bookmark: _Toc83718954][bookmark: _Toc103169221]Model 2.1 – Bilateral scenario between VPLMN and HPLMN with Outsourced SEPP
This model is for a mobile operator that outsources the operation of its SEPP to an external service provider. This SEPP is operated within the PLMN's operator domain.
· Model 2.2 – Bilateral scenario between VPLMN and HPLMN with Hosted SEPP
This model is for a mobile operator that makes use of a SEPP of an external service provider not belonging to the PLMN’s operator domain. The Hosted SEPP serves a single PLMN. 
Note –	In this deployment model, the PLMN may additionally have a local SEPP to enable GSMA members to comply to regulatory requirements for 5GS critical infrastructure or because of internal security policies. 5GMRR is aware that this is not in compliance with the 3GPP specifications but in this situation the use of the term SEPP is referring here to configuration of the local SEPP as security proxy. 
· Model 3 – Bilateral Shared Multi-PLMN scenario between VPLMN and HPLMN
This IPX Service Hub model is envisioned for PLMNs that both have a service contract with an IPX Service Hub which works as an "Aggregated Hosted SEPP" for multiple PLMNs. In case of Peering situations with 2 IPX Service Hub providers in sequence, the same direct TLS connection between the two IPX Service Hub providers in sequence will be used for mutual served PLMNs.
· Model 4 – Roaming Hub scenario between VPLMN and HPLMN
This model applies to PLMNs that have no direct roaming contract but their roaming services and their N32 traffic is facilitated via a Roaming Hub provider to reach a large roaming coverage using one or a few Roaming Hub providers.
· Model 5 – SMS_SBI Interworking scenario between PLMNs and with A2P providers
Work on this model is planned in GSMA NG 5GMRR and not specified yet. However, the use case is dedicated to non-MNOs (e.g. websites that send out one-time codes) that use an SMS aggregation service in order to deliver SMS over N32 to a destination PLMN. It is currently unclear how to specify implement this using 3GPP specifications. 
GSMA Definitions for Outsourced SEPP and Hosted SEPP
GSMA NG 5GMRR uses the following definitions for Outsourced SEPP and Hosted SEPP.  
Outsourced SEPP
[bookmark: _Hlk145542124]A 3GPP compliant SEPP offered as a service by an external service provider to a single MNO. The SEPP is located within the MNO domain.  
NOTE: 	Outsourced SEPP can be provided by an operator group within the Group domain on behalf of its affiliates. 
Hosted SEPP
A 3GPP compliant SEPP offered as a service by an external service provider to a single MNO. The SEPP is located within the domain of the service provider.   
NOTE: 	A service provider can serve several MNOs, in which case each SEPP or SEPP instance is dedicated to a distinct MNO.
Use of the domain “ipxnetwork.org”
The table below specifies in what deployment scenarios the domains “3gppnetwork.org” and “ipxnetwork.org” are to be used.
[image: ]
The use of the domain “ipxnetwork.org” is needed in order to forward the routing to the IPX provider network instance. The distinct domain “ipxnetwork.org” can be used in reconciliation and traceback processes.
Answers to questions in S3-233786 and S3-234296
S3-233786
“SA3 believes that a SEPP discovery procedure that covers all deployment scenarios in a manner that preserves e2e security between roaming partners is required, and kindly asks GSMA to provide further details on the mechanisms already documented.”
See clause 4 details for all deployment scenarios. Note, SEPP discovery at an IPX becomes necessary if the IPX SEPP is part of a chain of SEPPs, i.e. a local SEPP at the MNO connecting to a Hosted SEPP at IPX, which then is establishing N32 to another SEPP. 
Note –	This is a concept promoted by GSMA roaming stakeholders towards 5G roaming and requires more than 2 SEPPs. 5GMRR is aware that this may not in compliance with the 3GPP specifications to preserve of end-to-end security as per 3GPP specifications.
“SA3 would also like to get confirmation on the following: If an operator decides to use a Hosted SEPP managed by a service provider instead of operating its own SEPP, then the Hosted SEPP’s service provider would become the edge of one PLMN and, hence, the Hosted SEPP should become part of the PLMN security domain. If this is the correct understanding, an operator should also allow the IPX provider to use the operator domain name to connect to the other PLMN’s SEPP to fulfil the SEPP behaviour as specified in clause 5.9.3 of 33.501.”
No, an IPX provider will not use the operator domain name 3gppnetwork.org. In case of Hosted SEPP, the SEPP is the edge of the service provider’s network and part of the service provider’s security domain. Additional security is needed between core network functions connecting to the service provider’s SEPP, possibly using a local SEPP.
Example:	In the Hosted SEPP model 2.2 the VPLMN and/or HPLMN may operate a local SEPP, where a national regulator mandates the presence of a local SEPP and does not allow the PLMN to use directly a Hosted SEPP service of an external service provider in another country with a different legislation. The local SEPP can then connect to the Hosted SEPP (instead of the NF), which however implies SEPP cascading, currently not allowed by 3GPP.  
“While it is in principle possible to use a different domain suffix like "ipxnetwork.org" for SEPP discovery purposes in the context of intermediaries, such discovery and SEPP identification may have security implications. Given that an anticipated SA1 study will cover scenarios involving intermediaries, it seems prudent to await the results of this study before updating specifications with respect to introducing domain names for intermediary discovery.” 
5GMRR had extensive discussions around this, including the involvement of the security experts in DESS. It was a deliberate decision as the use of separate domains names is allowing both to forward the routing to the IPX provider network instance and to be used in reconciliation and traceback processes. Moreover, 5GMRR understands that the originally intended SA1 study is no longer pursued by 3GPP.
“SA3 asks 5GMRR to confirm the above, provide further details on the GSMA discovery mechanisms and to confirm that, for any given roaming relation, exactly two SEPPs representing the edges of PLMNs are involved.”
See the explanations and answers above. 
Please note that GSMA NG 5GMRR use the standard terms SEPP and N32 to allow GSMA members to comply to the varying national and regional regulatory contexts for 5GS critical infrastructure and internal PLMN security policies, noting that these uses are not fully covered by the strict technical definitions in the 3GPP specification today. This may imply that a PLMN may have a local SEPP to connect via N32 in deployment models Hosted SEPP, a IPX Service Hub or a Roaming Hub, respectively. These private connections will be covered by GSMA guidelines.
S3-234296
SA3 asks 5GMRR to confirm the understanding of the terms "hosting" and "outsourcing" as described in TR 33.875. Also, please inform SA3 on any updates regarding security in 5G SA roaming.
See the definitions under 3 above and the updates regarding security with the explanation of the various GSMA deployment models above and GSMA NG 5GMRR’s elaborated LS reply to S3-234350 on the potential Modified PRINS solution for Roaming Hub.
Actions
GSMA NG 5GMRR would like to request 3GPP SA3 to take into consideration the GSMA Deployment Models for 5G SA Roaming and include these in the 5GS architecture, and if not, indicate what part(s) are left to the responsibility of the specification process in GSMA.
GSMA NG 5GMRR would like to request 3GPP SA3 to take the above GSMA definitions for Outsourced SEPP and Hosted SEPP into consideration, notably in TR 33.875.
As in our original LS, GSMA NG 5GMRR again kindly requests 3GPP SA3 to take into consideration the use of the domain “ipxnetwork.org” next to “3gppnetwork.org”, notably by adding references in TS 23.003 and TS 33.310.

Next meetings
5GMRR#45:	23-24 October 2023
5GMRR#46:	begin 2024
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